
Redpalm’s clients include 
both large enterprises 
and large Public Sector 
organisations, however we 
also work with and support 
a lot of businesses in the 
SME space.
 
To help support the 
UK SME sector to be 
secure, we have invested in 
becoming a Cyber Essentials 
and Cyber Essentials Plus 
Certifying Body.
 
Cyber Essentials is a 
Government-led initiative 
focused on making the UK 
a safe place to trade and do 
business in the digital age.

The real impact 
of cybercrime
 
The global cost of cybercrime 
will reach £2.1 Trillion 
in the next 3 years.

Business is forking out vast 
sums of money as a result 
of Cyber-attacks. On an 
international level, many 
leaders now state that 
Cybercrime as the greatest 
threat to every country in 
the world. Cybercrime costs 
quadrupled between 2013 
and 2015, which is an 
exponential rate not 
expected to cease over 
the coming years.

The problem is not just 
confined to large business 
or public sector.
 
As of 2016;

43 percent of 
cyber-attacks target 
Small to Medium 
Enterprises (SMEs)

Yet only 14 percent of SME’s 
rate their ability to mitigate 
cyber risks, vulnerabilities 
and attacks as “highly 
e�ective”.

The impact is severe, 
60 percent of small 
companies go out 
of business within 
six months of a 
cyber-attack.

48 percent of data breaches 
are caused by malicious 
intent with human error and 
system failure accounting 
for the rest.
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Introduction 
to the Cyber 
Essentials 
Scheme
Achieving a strong cyber 
security posture can consume 
significant amounts of time, 
money, and human resource, 
and implementing good 
security practices is 
paramount for organisations 
with data to secure. The first 
place to begin is to consider 
an organisation’s key 
information assets, related 
systems and risks. 
By identifying the risks 
that an organisation faces, 
the selection of its security 
practices, controls and, 
if necessary, the certifications 
and standards by which 
it will align, will become 
more apparent.
The Cyber Essentials Scheme 
is essentially a badge, which 
organisations use to 
demonstrate to customers, 
partners, insurers and 
investors that they have taken 
a set measures to help secure 
their information and 
operations.

Since 1 October 2014, 
Cyber Essentials 
became a minimum 
requirement for 
bidding for some 
government contracts 
and by 2018 this is 
expected to become a 
base level expectation 
from most businesses 
who in some way deal 
with the public 
sector”

 Each organisation will have a 
unique risk profile. For an 
organisation to gain an 
appropriate level of assurance 
it should implement a range 
of cyber security controls and, 
alongside Cyber Essentials, 
may need to consider the        
requirements of broader          

standards and frameworks 
and/or industry-specific 
regulatory stipulations.
 The Cyber Essentials scheme 
provides a well-defined 
standard and is appropriate 
for organisations that seek 
to demonstrate a base level 
cyber security certification. 
As is apparent, managing 
cyber security is a complex 
task for any organisation. 
The best approach to take 
is to seek the guidance of an 
experienced Cyber Essentials 
Certification Body, such 
as Redpalm. In addition to 
providing advice on the most 
appropriate standards we can 
perform a security review 
and/or risk assessment and 
help your organisation to 
determine which activities, 
controls, practices and 
certifications are right for 
mitigating the risks within 
your unique environment.
The Scheme 
is available 
at two levels:

Cyber Essentials 
(stage 1)
The organisation defines the 
scope, which is made up of the 
systems that are exposed to 
the Internet. The organisation 
states its compliance with the 
requirements by responding 
to the Cyber Essentials 
questionnaire, which
covers the requirements 
for basic technical protection 
from cyber-attacks. 
To complete the process, 
an authorised signatory 
of the organisation signs 
the questionnaire attesting 
its accuracy. This is then sent 
to a Redpalm Technology 
for review.

Cyber Essentials Plus 
(stage 2)
Having completed Cyber 
Essentials stage 1, which 
is a prerequisite to Cyber 
Essentials Plus (stage 2), 
an organisation may
choose to undergo a more 
thorough assessment from 
Redpalm. This time the 
assessment is based on an 
internal and external security 
assessment of servers and 
end-user devices. Once 
again this directly tests that 
individual controls have been 
implemented correctly 
and recreates various 
attack scenarios to 
determine whether a system 
compromise using basic 
capabilities can be achieved.



The 5 Key Controls of the 
Cyber Essentials Scheme
The Cyber Essentials 
Scheme concentrates 
on five key controls:

Boundary / 
perimeter firewalls 
& internet gateways 
– appliances 
designed to prevent 
unauthorised access 
to or from private 
networks. Proper 
configuration of these 
appliances, either in 
hardware or software 
form, is vital for them 
to be fully e�ective.

1
3

4

5

2

10 Steps to Cyber Security 

and define a baseline build for all devices. 

Secure configuration
Apply security patches and ensure the  
secure configuration of all systems is  
maintained. Create a system inventory  

Managing user 
privileges
Establish e�ective management 
processes and limit the number of 
privileged accounts. Limit user privileges 
and monitor user activity. Control access  
to activity and audit logs.

Network Security
Protect your networks from attack.  
Defend the network perimeter, filter  
out unauthorised access and  
malicious content. Monitor  
and test security controls.  

Incident 
management
Establish an incident 
response and disaster 
recovery capability. Test your incident 
management plans. Provide specialist 
training. Report criminal incidents to  
law enforcement. 

Set up your Risk  
Management Regime

Assess the risks to your organisation’s information 
and systems with the same vigour you would for legal, 

regulatory, financial or operational risks. To achieve  
this, embed a Risk Management Regime across  

your organisation, supported by the Board  
and senior managers.

User education  
and awareness
Produce user security policies 
covering acceptable and secure 
use of your systems. Include  
in sta� training. Maintain 
awareness of cyber risks. 

Monitoring
Establish a monitoring 
strategy and produce 
supporting policies. 
Continuously monitor all systems and 
networks. Analyse logs for unusual 
activity that could indicate an attack. 

Malware  
prevention
Produce relevant policies  
and establish anti-malware 
defences across your  
organisation.

Home and  
mobile working
Develop a mobile working 
policy and train sta� to adhere 
to it. Apply the secure baseline  
and build to all devices. Protect  
data both in transit and at rest. 

Removable  
media controls
Produce a policy to control all  
access to removable media. Limit 
media types and use. Scan all media 
for malware before importing onto the 
corporate system.  
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Secure 
configuration 
– ensuring that 
business systems 
including Servers, 
Networking and 
EUC Devices are 
initially configured 
in the most secure 
way, following 
Information Security 
best practice, whilst 
meeting the needs 
of the organisation.
Access control 

– ensuring only 
those Users or System 
Administrators who 
should have access 
to specific systems 
are granted access 
with the appropriate 

levels of privileges. 
One area of Access 
Control is known 
as Privilege Access 
Management.
Malware protection

– ensuring virus 
and malware 
protection is installed 
and is always kept 
up to date.
Patch management

– ensuring the latest 
supported version 
of applications is 
used and all the 
necessary patches 
supplied by the 
vendor been applied.



How to become Cyber 
Essentials Certified
 
Redpalm provides a range of 
solutions o�erings, which all 
incorporate the issuing of the 
o�cial Certification.

Patching, Monitoring and 
other Manages Security 
Services from the redCARE 
SinglePoint™ team.
 

Cyber Essentials 
Basic (Stage 1) 

with Guidance 
and Support 

including Policy 
Documentation 

Templates

Organisation size 
– Unlimited Users

Organisation size 
– Unlimited Users

Organisation size 
1 - 25 Users, 
Single Site

Organisation size 
25 - 100 Users, 
Single Site

Organisation size 
100-250 Users, 
up to 3 Sites

Organisation size 
250+ Users, 
unlimited Sites

Requires the organisation to complete a self-assessment 
questionnaire, with responses independently reviewed 
by Redpalm Technology Services, a certifying body.
Includes a Consultation with one of our Security specialists 
to o�er guidance on how best to ensure your organisation passes 
the Certification.
Includes the following Documentation Templates to help towards 
Certification; Business Continuity Plan (BCP), Information Asset 
Register, Physical Asset Register, Information Risk Assessment, 
Security Improvement Plan, Security Policy and Security Incident Log.

£645.00

Cyber Essentials 
Plus Certification

(up to 25 users)

This covers the same requirements as Cyber Essentials, but tests 
of the systems are carried out by Redpalm Technology Services 
as an external certifying body, using a range of tools and techniques. £950.00

Cyber Essentials 
Plus Certification

(25 -100 users)

This covers the same requirements as Cyber Essentials, but tests 
of the systems are carried out by Redpalm Technology Services 
as an external certifying body, using a range of tools and techniques.

£1450.00

Cyber Essentials 
Plus Certification

(100 -250 users)

This covers the same requirements as Cyber Essentials, but tests 
of the systems are carried out by Redpalm Technology Services 
as an external certifying body, using a range of tools and techniques. £2300.00

Cyber Essentials 
Plus Certification

(250+ users)

This covers the same requirements as Cyber Essentials, but tests 
of the systems are carried out by Redpalm Technology Services 
as an external certifying body, using a range of tools and techniques. £POA

Fully Managed 
Security Health 

Check Service w/ 
User & 

Management 
Cyber Training

(incorporating 
Cyber Essentials 

and Cyber 
Essentials Plus)

Twice Yearly Onsite Training for all sta�. Research points towards 
Users being the greatest vulnerability to any organisation looking 
to safeguard its operations and assets. 
Our Managed Service o�ers increased awareness within a user 
base through User training workshops.
Our consultants will work with stakeholders to create a tailored 
Security Policy and User Handbook, which is maintained yearly.
This packages o�ers organisations peace of mind that Information 
Security documentation and processes are maintained and advised 
upon by an experienced team of Cyber Security Experts backed 
by a leading Managed Service Provider.

£950.00
One-o� Charge then

£10 per User per Month

Patching and Monitoring 
Services and a full range of 
Managed Security Services 
are available from Redpalm's 
247 Network & Security 
Operations Centre (N/SOC), 
giving clients the ongoing 

peace of mind the 
processes and technologies 
implemented as part 
of Security Consultation 
are maintained and upheld 
throughout the year.

Let’s Talk 

0333 006 3366
letstalk@redpalmtechnology.com
www.redpalmtechnology.com


